nangns
NNIRAINIBIANIAUNIASFIUmMALULAE COSO, CobiT, SOX, ITIL, 1S027001:2013
waz 15022301:2013
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mmLﬁm‘ﬁaaﬁ’mwiwmmgm COSO, CobiT, 1SO27001, ITIL, ICT, BOT, SEC

COSO

IT Control

COSO (Committee of Sponsoring Organizations) Aoduied .. 1992 Usznoudag
antuInAnluansgowsng 5 antu laun
1) an1tugaeudydTuouy1nuieanigeusni (American Institute of Certified Public
Accountants : AICPA)
2) andudnsivaeunigluaina (Institute of Internal Auditors : IIA)
3) @nUuRUINIINITEU (Financial Executives Institute : FEI)
4) anrutnUnyTuransgowsng (American Accounting Association : AAA)

Y

5) aa1dutnUaAien13usns (nstitute of Management Accountants : IMA)
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nsmuaunglumukufnves COSO MalianunueuazingUseasavainisaiununiglud
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ddny fie nzurunsTesinfuiiiluianalnennznssunis ;:JU'%WSLLazuﬂﬂa%w] UDIBIANT tATU
miaaﬂqusﬁumﬁdﬁmmL%aa‘j’uasmauLmamaLﬁmﬁumimsqi’mqﬂszmﬁ 3 Uszms et
1) enuilUssddnawazUsyavsnmuesnsaiiunu (Effectiveness and Efficiency of Operations)
2) pnudelioldvessierunianisidu (Reliability of Financial Reporting)

3) msufjuRmungmnewazngszdeu (Compliance with Applicable Laws and Regulations)

nsauAungly (Intemal Control) ¥8s COSO UsenaumigatAusenay 8 @i fann

& & &

<&
e

Monitoring

Tnsuennsuimsanudes sondu 3 I léun
fi5fi 1 Usznausne 8 ssduszneu Mo
1) msengianinnndennielussAng (Interal Environment)
2) msmmuningUseasA (Objective Setting)
3) msseywnn1sal (Event Identification)
4) msduALLEes (Risk Assessment)
5) n1snevauedsienIudes (Risk Response)
6) nanssun1sAIuAN (Control Activities)
7) mﬂﬁ%’agaﬂmmﬁLLazmiﬁams (Information and Communication)
8) n1sMAURAAIL (Monitoring)
fiad 2 thluldfuianssiluynsgiuesesdng laun
1) s3AUBsAng (Subsidiary) 2) 3¥AUNIEgINT (Business Unit)
3) szeuee (Division) 4) szaufanTsu (Entity Level)
A7 3 afuayuingusvasdvesesdns Tiun
1) sunagmns (Strategic) 2) fMunsALiue (Operations)

3) PMUN1531891U (Reporting)  4) AunsuURnung/seiliou (Compliance)



JUNBUNITUTLAUAULEES

A15USKISAHLEES (Risk Management)

1. msszyilaveuden (Risk Identification) fuszdiudiowhaudilafeiunisislussdng
uazAanssuiiosdnsvioglundazsziu e liaunsassytadoideddedisgndies
2. M5WATIZIAIINEEN (Risk Analysis)
. Tanaiazifin (Likelihood) yunefls uivizelonaiiagiinimmnisalannudes
. IEAUTBIANUEES (Degree of Risk) Mnedls anuzvesnudesiildainnisusadu
Temauaznansynuvesusiaztadeides uiadu 5 sefu Ao gunn g9 Uiunans tew uaztiesunn
e WaNTENU (Impact) Mgis JuInmNLTULTIveIn I EseTiTidendns gl
fufstuaimansenuenafinnsanarudemennsdy waeldlimanisdu Wy arudedy uas
Foides msvsziiunansznuenaliifidinunin viooraimuaiBsinalaeiansanandiuauaaiy

FHemen9anTiu FaunnisalfediueatnansEnuLsareAnTeineiu

ar [] zi (=] l.-:' = :l .u' :
szauAAaies = ansiululafiiiaiu x aansznuzesaHLTE e

szuATI RS prmthll S ssamais (Likslineod)

Hang=nu

(Conseguence)

d
ATTUSREHA (2)

1 Arinadn (1) Arudasdh ()
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3. 775USUITAIINEEN (Risk Management) ldus
1) Msgexsuau@es (Risk Acceptance)
2) miaﬂ/mimuammmtﬁm (Risk Reduction/Control)
3) MsvAnideanaudes (Risk Avoidance)

a) msnszane/msleuanuides (Risk Sharing/Spreading)

®
COBIT™ 5 (Control Objectives for Information and Related Technology)

AUIANHN TIVHOULAAIUANTLUUANTAUNA — N1ANUNTANNY %30 ISACA TeiUnsi COBIT®S
2810 0UN19N1T iatRaumwIeU 2555 laenseniini COBIT®5 Wuussluvidagrauindiniuaens

o a a A4 o PR Y o a a a ! v
LLagmﬂuigﬂ@UQ?ﬂ?jW‘V]Lﬂﬂjmaﬂ maaﬂﬁ]uENLUUUS%IEJ‘U‘L!ﬂUﬂﬁSﬂﬁLuuQSﬂQ‘Uaﬂﬂﬁ]ﬂ’]im\‘i"‘] Usgnaumieg

Y

nann1sNdIAy 5 du laun

5. Separating
Governance
From

Management
COBIT 5

Principles

4. Enabling a 3. Applying a

Single
Hollstic

proach Integrated
A Framework

Source: COBIT® S, figure 2. © 2012 ISACA® Al rights raserved.

1) AsanNANNRBINISVRIildIladIuEY

2) ATOUAQLANIFUIUNITYINA (Business process) way Flow msvhauitaisesdng
3) Weuloslmlusuniesuientu

) Junmswnineg

5) wyn Governance 88n31n1 Management
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TnefosrLdunis 7 9819 el

s N
4 : B
p 3. Organisational 4. Culture, Ethics
2. Processes Structures and Behaviour
\ ' y.

bR } Z

1. Principles, Policies and Frameworks

7. People,
Skills and

Competencies

Resources

Source: COBIT® S, figure 12. ©2012 ISACA® All rights reserved.

1) fnann1s wleuiy wagnsaunI1sviiny

2) finszuaumstuneu

3) flAT9E31989AN3

4) TTWUSTIUDIANT I3TTIN WATNGANTIN

5) dvoyarnieans

6) fu3n1s lassadreiiugu uaslusunsussgns

7) flypradvinvelarauTIOuy



§95110UNaYa9 COBIT®5 Usenausie 5 ALY 37 NSEUIUNIT F9ATN

P
Processes for Governance of Enterprise T

Evaluate, Direct anid Monitor

Frocesses tor Management of Enterprise IT

Source: COBIT® S, figure 16.& 2012 ISACAT All ights reservad.

« 01 Ensure governance framework setting and maintenance.
« 02 Ensure benefits delivery.

« 03 Ensure risk optimisation.

« 04 Ensure resource optimisation.

« 05 Ensure stakeholder transparency.

4 5 T AesaseuaguvtininusuRnveulusasrain1sIuay (Plan) NM3asie (Build)

ANSALEUIU (Run) kaznisien1y (Monitor)

'
Business Needs

1

‘Governance

Management Feeckack

'uanagemmt

Source: COBIT®5, figure 15. © 2012 ISACA® All rights reserved.
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SOX (Sarbanes-Oxley) 1Huu1nsgiunissinunguinsuaz U ivetodnns suldausmu

NINHIAN A.A. 2002

WINFIU SOX MAgTestunisaIuaunely Ao SOX Section 404 FsrimunlviedAnsAes

a 1 IS a a !
S1euanUENIRUegHUTEaNE A NLaz Ul

1INIFIU SOX Hkansenusio IT ag Management @il

[

nsUszfiuanandes (Risk Assessment) Usgnaudie

= Areas of Risk

= Examination of systems

= Accuracy of Documentation

AnMIRGeNYRINIAIUAN (Control Environment) Usenaumae

= Effectiveness of IC’s

= Tone of Organization

» Control Environment Factors

mimwmmmﬁumﬂaamﬁa (Control Security) fi Avusiuasaendaues IT
n15AAAN (Monitoring) Usgnausie

» Processes and Schedules

» Internal Audits

foyariansuazn1sdeans (information and Communication) Uszneusie
» Timely and Accurate Information

»  Communication to Management



ITIL (Information Technology Infrastructure Library) Lﬂuuwmsgmmﬁmmi
Usmsmuwmaluladansaunea ves OGC (Office of Government Commerce) Uaguuld ITIL version 3

druusenaued ITIL version 3 A9

al Service Impro

w—

Service
Design

Operatior

Service
Strategy

Service
Transition

[

N3LUIUNTT (processes) Wagninfau (functions) Tua9asTinues ITIL version 3 1l

[ Kniorwdedae Manesmsment |
[ suppiter warmgenent | [ Evaiuston |
[ Service cotsoggnt. | [ senice vaidsin & m

k"

Iviorm ation Securty | Faquest Funiment |
I g =t Trafcitinn Pl g &
Guppe | | Event Wanagenen! |

IT Service Contiraty

[ strateg cenems | [ manageenens Release ard Deploynend | | Atchis Manmement |
M | ]

| Dt & M s g ent | | C pacity W ansgem en | = | Protlen Wanagemen
S

I e — | -:-:;:;:r:afnf:';l | Incident M anagen ent

| Firprcmll Mansgem end | Sereice Lawel Wigml ""mgelduna:rerrﬂ

Service Service Service
Design Transition Operation
.

Continual Service Improvement

| 7 Step Inprovement Process |

| Serdce Reparting | | servce measurement |

1. NAENSNIIUINTT (Service Strategy) Usznaume
B Strategy management
® Service Portfolio Management
® Financial Management
® Demand Management

® Business Relationship Management



2. N13PBALUUUINIT (Service Design) Usznaume
® Design coordination A9 N15ORNLUUAINTIN NTZUIUNTT NTNENT Tty
Aenfunsifiuusnismideuiuasuusnmsi
® Service Catalogue Management Wumsdensansaumealy Service catalogue ielst
flaszuuasaumaiiauwiudwazdutiagtu
® Service Level Management (SLM)
® Availability Management
® Capacity Management
® |T Service Continuity Management
® Information Security Management
® Supplier Management
3. N13e4RaUINTT (Service Transition) fie Nsdwauan ugnsALTUNUlUNTIBNIS
iielviszuuufiRnsinusgisdeliles Usznoude
" msudmsmswdsuunlas (Change Management)
B Service Asset and Configuration Management
® Knowledge Management (S.369)
4. 1159BNLUUUINNS (Service Operation) S.381 Usznaumig
® Event Management
® Request Fulfillment
® Access management
® Service Desk
® Incident Management

® Problem Management
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msiszanal¥ ITIL su Balance Score Card

financial

_goals
ability to control IT
costs

economy of IT
value of IT

innovation
_goals

business
productivity

service culture

flexibility

~ performance

indicators

-accuracy of IT cost forecasts

~competitiveness of IT costs
to the business

~costs of IT used iivalue
adding business activities
versus costs of IT used in
overhead activities

performance

indicators

-annual business turnover vs.
Cost of running the business
-improvements in business
turnover ascribable to IT
-reductions in business costs
ascribable to IT

-number of business
improvements initiated by or
with help from the IT provider

-average lead-time of successful

IT implementation of business

customer

goals

quality of IT services

reliability of IT services
performance of IT

internal

goals

change control
manageability

security

performance
indicators

-availability of IT services (in IT
users' perception)
-compliance to SLAs

-number and severity of IT
service interruptions

-on-time IT service delivery
(defined by customer)

-number of registered
user complaints about IT

performance
indicators

-percentage of 'first time right’
IT changes

-hours spent on IT matters by
business (non-IT) managers
vs. total hours of IT use by
business staff

-number of reported security
violations
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ISO/IEC 27001:2013 (Information Technology Infrastructure Library) LfJummgm
dmsunssavnunnsnsshmanusiuasUaensuasaune

1AS9a519204 1SO 27001 1Tusadl

27000 Fundamentals & Vocabulary

27001:15M5 requirement

27005 27002 Code of Practice for ISM
Risk
M 27003 Implementation Guidance
anagement

27004 Metrics & Measurement

27006 Guidelines on ISMS accreditation

AYINAU

confidentiality

y
information o
Security //
. /
AMLQNADY AUnSauldy

integrity b Availability

AmuTuAUaDANua1TauLe (Information Security)
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lukenans 1SO 27001:2013 Usenausie wilenn 14 denan dinguszasAvainisauay 35

= & o &
I1YNTT WATHNIIAIUANYINUUA 114 578115 AU

IS0 27001:2013 Annex A Controls IS0 27001:2005 Annex A Contrals

Control Controls
Objective

Clause 1-10 General, Terms, Specifications

A5 Information security policies (1, 2) 1

A6 Organisation of information (2, 7) 2

A.7 Human resource security (3, 6) 3

A8 Asset Management (3, 10) 3 10
A9 Access control (4, 14) 4 14
A10 Cryptography (1, 2) 1 2
A.11 Physical and environmental security (2, 15) 2 15
A.12 Operations security (7, 14) 7 14
A.13 Communications security (2, 7) 2 7
A.14 System acquisition, development and maintenance (3, 13) 3 13
A.15 Supplier relationships (2, 5) 2

A 16 Information security incident managament (1, 7)

A.17 Information security aspects of business continuity management (2, 4) 2

A_18 Compliance (2, B) 2 B

Total 14 Domains 35 114
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ISO 22301:2012 (Business Continuity Management Systems; BCM) Lﬂummgm

dusudanisanusaiiadunisaiuanu

Business Continuity Management —

Set Policy, Emergency Operations Committee,
Crisis Management Planning, etc.

_ Disaster Business -
Recovery Continuity

Planning Planning
(IT) (Business)

Restore IT and Continue critical
critical facilities business functions

1. nsaunusiiuauagnesaiias (Business Continuity Planning; BCP) Usznaudie
1) fvuaulouie 0Uan1IYY wasianssuiidesi
2) Awuagiuiinveu uazmsdniienansiigites
3) seyuseleniuariagusvasd Usediunnudesns Yssduanudes uasdaued
4) AMUANINGNIINALNS MNAdaNUeIRINTIULATA M UVDIUEITRYA
5) MALALALNITIANTT wrunIsAluLegseIlos uHuNIRBUALeeRINTTY
6) NAFDULKY USUUTILATNUNIULEY
2. MsMURUfAuAEraRINAadeiNUf (Disaster Recovery Planning; DRP) Us¥nausag
1) msUszdiuaudes (Risk Assessment)
2) MTUATITINANTLTNUAUAITANTUNU
3) msszynagnéalilumsiau
4) M3davhurufAuNendieiUR
5) nagnslunisiluly
6) NAADULNLU

6) WHUNTUIFITNY



